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Internal — External
ID| =EExT 5E5E H—ER F7oarv| NAT | ZAao7A40L RAT—HR
1 all local-addresses ANY DENY - - OF% O
2 all all deny-services DENY - - OF% O
3 all all FTP (TCP/21) ACCEPT V=g antivirus OFx O
4 all all HTTP (TCP/80) ACCEPT V=g antivirus OFx O&E%
5 all all IMAP (TCP/143) ACCEPT =g antivirus OFx O&Esh
6 all all POP3 (TCP/110) ACCEPT =g antivirus OFx O&Esh
7 all all SMTP (TCP/25) ACCEPT =g antivirus OF% O&Esh
8 all all Submission (TCP/587) ACCEPT ¥E) antivirus OfF% O
9 all all ANY/permit—servﬁes* ACCEPT B im/p2p/inl+p2p OFx O
%1 local-addresses[10.0.0.0/8][172.16.0.0/121[192.168.0/1615E@IEH# TR v LE T, HFAIT 258 IL" BN B IRLEFT,
*2 LANDDA VB —FRy hARTRETHVRIEZ IOV I LET, HFATI3BEIX"EN ERIRLET,
“deny-services” (IIZE THHMBERDY—EXMNEESLET ., FMIITRE EFY—EXRE] 28BS,
3 FIPOT7UFIAILARRXY VETOEMEAIX ES #BIRLET,
%4 HITPOT7 U F DA INARF ¥ U ETOLRWNEEIE" BN #EIRLET,
%5 IMPDT UF DA INARF Y UETHREWMESIX B ERLET,
*6 POP3DT UF A INARF¥ UETOLRWNEEIL" BN #EIRLET,
x7 SMTPOT7 U F DA INARFT ¥ U ETOREWNGEIX"EN #E8IRLET,
*8  SubmissionDT7 U FIAINARF Y UETHREWNVGAIX " ES #RIRLET,
¥ RYS—ID3~B(FUFIAINARRFT Y V) LIS DBEEHA LA WEGEIX " BN ERIRLET,
FA 774 L7 im"IZAOL Instant Messenger, ICQ, MSN Messenger, Yahoo! Messenger®d O 4’4 > JOvo & EL.,
“p2p”1&Bit Torrent. eDonkey. Gnutella. KaZaa. Skype. Winnyd 7o v o & & LTWVET,
BEDREDHEHAT 2BEIE. y—E R permit-services” &R L., T [U—ERFA/HEERE] LA ESLY,
(—EXEFA/IERERE])
HY—ERTIL—TF G i HY—EXRTIL—TF Gz i

BOOTP (TCP/67-68)

LDAP (TCP/389)

Microsoft-DS (TCP/45)

NFS (TCP/111)

Microsoft-RPC (TCP/135)

NNTP (TCP/119)

Microsoft-SQL (TCP/1433-1434)

NTP (TCP/123 UDP/123)

NBT (137-139)

NetMeeting (TCP/1720)

NFS (TCP/UDP/111, 2049)

OSPF_(1P/89)

OSPF_(1P/89)

PC-Anywhere (TCP/5631 UDP/5632)

RIP (UDP/520)

PING (ICMP/8)

BGP (TCP/179)

POP3 (TCP/110)

AH_(IP/51)

PPTP (1P/47 TCP/1723)

ANY (ALL)

QUAKE (UDP/26000)

AOL (TGP/5190-5194)

RAUDIO (UDP/7070)

BGP (TCP/179)

RIP (UDP/520)

DHCP (UDP/67-68)

RLOGIN (TCP/513)

DNS (TCP/53 UDP/53)

SAMBA (TCP/139)

ESP_(IP/50)

SIP (UDP/5060)

FINGER (TCP/79)

SIP-MSNmessenger (TCP/1863)

FTP _(TCP/21)

SMTP_(TCP/25)

FTP_GET (TCP/21)

SNMP_(TCP/161-162 UDP/161-162)

FTP_PUT (TGP/21)

SSH (TCP/22 UDP/22)

GOPHER (TCP/70)

SYSLOG (UDP/514)

GRE (IP/47)

TALK (UDP/517-518)

H323 (TCP/1720)

TCP_(TCP/0-65535)

HTTP (TCP/80)

TELNET (TCP/23)

HTTPS (TCP/443)

TFTP_(UDP/69)

ICMP_ANY (ICMP/ANY)

TIMESTAMP (ICMP/13)

IKE (UDP/500)

UDP_(UDP/0-65535)

IMAP_(TCP/143)

UUCP_(TCP/540)

INFO_ADDRESS (ICMP/17)

VDOLIVE (TCP/7000-7010)

INFO_REQUEST (ICMP/15)

WAIS (TCP/210)

IRC (TCP/6660-6669)

Internet-Locator-Service (TCP/389)

WINFRAME (TCP/1494)
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X-WINDOWS (TCP/6000-6063)

L2TP (TCP/1701 UDP/1701)
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